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Threats from a USB Pen Drive!
If you're fed up with floppy drives, ZIP disks, and CD-R's as a removable storage medium for transporting your files, you'll love USB Flash drives. Think of it as a floppy disk on steroids; except it's not a disk. Flash drives are small solid state memory sticks that are about the size of a highlighter pen and can hold anywhere from 1Mb to 8GB of data. They're incredibly light weight, very portable, and they are compatible with any PC equipped with a USB port and running Windows 2000/XP, Mac OS 9-10X or Linux 2.4.17. (Windows 9x PC's require a one time driver installation). USB Flash Drives have fast transfer rates (31Mb/sec), no moving parts, and they don't require a separate power source or batteries. Just stick the flash drive into the USB port of your PC and Windows plug and play will immediately see it as an additional drive. Then copy the files you need to take with you, unplug the device from the PC and you're ready to go. Flash drives hold more data than a floppy, are more portable than ZIP drives and other remote storage devices, and more convenient (and less fragile) than CD-RW disks. In short, USB Flash Drives may just be the perfect removable storage medium. And they're affordable.

For users and administrators, USB Flash Drives have a thousand uses. You can transport large files with you to a colleague's or client's remote office and access the data without worrying about compatibility. Employees can take work home with them, or travel with just their data instead of lugging a laptop around. 

Whatever can be used for good can also be used for evil. And in this case, the USB Flash Drives small size and large storage capacity can make it a dangerous tool in the wrong hands.. These devices present two primary threats to your network: the introduction of malicious software and data theft/loss. 

In the 1980's, floppy disks where the primary vector for spreading computer viruses because that is how most people shared data. In the late 80's and early 90's, Bulletin Board Systems (BBS) became the primary source for infections. After 1995, almost all new viruses where being spread via e-mail, or by sharing files over the web. Network administrators have been able to respond to this threat by installing antivirus software on their e-mail servers and restricting internet sites on their firewalls, but the use of USB Flash Drives can bypass these safeguards entirely. Users can either bring in infected documents from home, or take home a business document to an infected PC, update it, and return it to a corporate file server. Unless your antivirus policies are very aggressive, and you actively scan all files stored on your network, Flash Drives can present a new vector for computer viruses that is nearly impossible to defend against. Most AntiVirus software operates "reactively" to threats and can only identify viruses that have been previously identified.  A virus writer could theoretically "seed" a corporate environment with a few of these devices preloaded with a new virus in the hopes that a curious user will pick it up, and look at (open) the files on it making your company company ground zero for the next worldwide outbreak.

Corporate espionage is a largely underreported problem in the United States and Europe, and your company doesn't have to be a defense contractor to be a target. Hackers, corporate spies, and disgruntled employees steal data everyday, and in many cases these are crimes of opportunity. With a Flash Drive, an opportunity becomes any unattended and unlocked PC with a USB port. A little social engineering can give a hacker physical access to a corporate PC long enough to steal data, or plant spyware. Disgruntled employees can take home client lists, sales forecasts,  or research data in a few minutes. (At 31/Mb per second, a user can copy a 120Mb file to a flash drive very quickly.)  

Restricting these devices in your environment will be next to impossible. USB Flash Drives are getting cheaper every day. Their small size allows for easy concealment anywhere on the body or in a bag. When held in the palm of our hand. So what can you do? 

Educate your users.  Flash Drives are already the "must have" toy for the gadget junkies, and as prices continue to fall, they'll probably become the premium corporate promotional giveaway of choice. You can't stop the tide, but you can educate your users early on as to the risks these devices can present, and establish a policy for taking data out of the office, or bringing files in from home.  

Update the antivirus policy.  You should configure antivirus software to scan all attached drives and removable media, and get your users into the habit of scanning files before opening them. 

Restrict the USB ports on desktops.  You can't manage USB devices using Group Policy in Windows 2000/XP, but you can disable the USB ports or use a 3rd party tool. Third party software allows businesses to control end-user access to I/O devices such as the floppy drive, Memory-sticks, PDAs, USB external storage, CD-ROM, serial and parallel ports, as well as many other Plug and Play devices.
