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Online Shopping Is Really O.K!
In the modern world of online shopping, online banking, online trading and other online services involved in transferring sensitive information, providers of these services have taken advantage of SSL-enabled (Secure Socket Layering) capabilities in browser such as Microsoft's Internet Explorer to keep their transactions secure. 
When you log onto a secure server it communicates with your browser for a few seconds. During this communication, it sends your browser encryption information that only it and your browser can read. 

Once this encryption is set, it acts like a normal web page, except that all info coming or going is encrypted. This encryption makes it extremely difficult for any third party who would intercept the transaction to decipher it. All this extra protection is why secure servers seem to run slower than their non-secure counterparts. 

Secure connections only protect the info as it is coming and going, not when it's just sitting on the server.  You probably have a better chance of getting ripped off by a sales clerk copying your credit card number at a department store than getting your information stolen over the internet.  It is more likely that stolen credit card numbers are not taken during the transaction but after on the destination merchants server due to security problems.
Changes have been made to Internet Explorer to make it easier for users to see that they are on a secure site, and that the secure site is the one that they were expecting to visit.

Internet Explorer has always displayed a lock icon on the status bar when we visit a secure site, but the problem has been that, firstly, the icon was not very prominent and was easily missed and, also, it was not easy for an inexperienced user to tell if the certificate being used to trigger the lock matched the site that they were expecting to visit.  Anybody can set up a 'secure' web site by applying for the necessary certifications, and bad guys often try to masquerade as a well known secure site (known as phishing).

Internet Explorer 7 adds new visual cues and features that make it easy for a user to see whether they are on a secure site, and to check that the certificate matches the site they are visiting.  A new Security Status icon appears next to the Address Bar whenever we visit a secure site.
If Internet Explorer detects a possible problem with a certificate (for example, if the certificate has been revoked), the address bar may have a red background and access to the Web site may be blocked by an intermediary page.

By clicking on the padlock next to the address bar when visiting a secure site, you can easily access the most important information about the certificate.  Compare the certificate information to the site you are visiting.  If, for example, you were visiting www.google.com, but the certificate information referred to "Joe Bloggs Inc", you would immediately know there is a problem.  By clicking on the View Certificates button, we can access even more information about the Site Certificate, but the information is technical and not very useful for the average user.

Internet Explorer introduces support for high-assurance certificates; certificates that are only issued under more rigorous qualifications requirements than standard certificates.  When you encounter a High Trust certificate the Address Bar will turn green.
So, online shopping is safe as long as the user is using to visual tools, built in to the browser, and understands what they mean.
