Technology Weekly

Brought to you by Custom Network Associates, Computer Services

118 First Street East, Downtown Independence, (319) 334-4928, sales@cna-it.com, http://www.cna-it.com
Please submit questions to ASKME@CNA-IT.COM
Antivirus Renewal vs. Upgrade
Upgrade your antivirus software. Don't just renew it. Newer versions of antivirus programs can look farther, wider, and deeper into your PC, and they're more tamper proof.

Upgrading your antivirus software means installing a newer version of it. For example, you would upgrade Trend Micro PC-Cillan 2007 to Trend Micro PC-Cillan 2008. Renewing your antivirus software means paying for the ability to download a year's worth of the most recent signature files to that older version of Trend Micro PC-Cillan 2007.

More recent versions of antivirus software can combat a greater range of malware. Trend Micro PC-Cillan 2004, for example, focused on finding viruses, worms, and Trojans. Trend Micro PC-Cillan 2007 started looking for expanded threats such as adware, spyware, and remote-access tools. As the threats get more complex, older software can get information on them but can do less and less about it.

Plus, today's antivirus software, combined with firewall, anti-spyware and privacy tools, looks deeper into your system and for files that were previously considered safe. Like JPEGs. 

Recently, Microsoft patched an Internet Explorer vulnerability that could be exploited by JPEG images, which could theoretically execute Trojans, keyloggers, and other malicious code. In order to improve scanning speeds, older versions of antivirus software didn't by default scan for jpegs. In fairness, you could change this setting, but how many people do you think bothered to do it?

Lastly, viruses can disable your antivirus program's ability to download the fix for it. Newer versions of antivirus software have more sophisticated tamper protection layers to thwart this behavior; however, it's not something antivirus products can retrofit into older versions.

A good rule of thumb is not let your antivirus program be older than 2 years.  Renewing your subscription is cheaper, but getting all the new enhancements to the program will outweigh the cost to get the latest version.
