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Sneaky Flash Dirves
It wasn't that many years ago when we were limited to cassette tapes and 160k floppy diskettes to store our important computer data. 

Thanks to the popularity of digital photography and the advent of flash memory chips, computer storage devices today are compact and their storage capacities can exceed 32 gigabytes. In just two decades computer technology advances have made it possible for us to store the data capacity equivalent of two hundred 1980 vintage hard disk drives in tiny portable devices that will easily fit in the palm of a hand. Some of these devices pull double duty and have been configured into key chains, pens, watches and even a Swiss Army knife. 
These portable storage devices make it convenient for us to backup important computer files and to transfer data from one computer to another using USB technology. However, they also create significant security risks for government and corporate employers because proprietary and/or classified data can easily find its way onto these devices. Granted corporate and government policies many times forbid the use of these devices but are the policies followed? The insider threat is a real one concerning the unauthorized copying and storage of proprietary corporate data, e.g., client databases, bids, insider information and research and development data. 
Private sector government contractors typically have access to classified government data and information. Can you imagine the problems created when classified data migrates onto these portable flash memory devices? Needless to say, these new storage technologies have a high "wow" factor for those of us who live and breath computer technology. But, the same devices are causing CIO's and CSO's to rethink their internal security policies and the nature of their internal threats. 

